ApplicationPro stops the execution of unauthorized applications

The uncontrolled use of applications is a growing problem for businesses. applicationpro © can tackle this problem

from 2 directions: a) by only allowing the start of applications that may be executed in your corporate network
(whitelisting) b) by only allowing the start of applications that have not been prohibited (blacklist / procedures).

After all, the unintentional running of malware and spyware can cause enormous economic damage, while the

installation of unlicensed software by users generally leads to higher support costs and may have unpleasant consequences

at the next software audit.

YOUR BENEFITS

#  Applicationpro does not rely on the
signature of malicious applications, it
blocks all unauthorized programs di-
rectly thus complementing your anti-
virus solution.

#  Only applications approved by the IT
management can be started.

* Helpdesk incidents caused by unau-
thorized software are eliminated.

SELECTED FEATURES

# Intelligent Learning mode records all
programs that have been used by a
user or a user group within a specified
time frame. This allows you to easily
and effortlessly create user group spe-
cific white lists.

& Simple, wizard-assisted creation of
software packages.

# Flexible assignment of software pack-
ages to roles such as marketing or ad-
ministration.

Risks caused by Private Usage

« Many employees also use their company
computers for private purposes, which is
often tolerated by employers. Without
central management, however, it is diffi-
cult to draw clear boundaries. Costs and
risks arise for the employer when ...

+ employees play games or watch movies
during working hours.

+ virus-infected software, video clips or
games are installed.

#+ Uunlicensed software is installed.
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The Learning Mode facilitates administration by automatically recording all
applications that are executed by members of a specific user group within a
defined time frame.
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Registered applications can be grouped by manufacturer, or by using any other



cynapspro

cynapspro develops software solutions for reliable
endpoint data protection in the enterprise network
and covers the following areas:

DevicePro prevents data loss through open ports and
external storage devices.

CryptionPro encrypts and protects your company
data on mobile storage media — fully automated.
CryptionPro HDD protects your company data by
encrypting the hard drive.

ApplicationPro blocks unwanted applications and
prevents the use of unlicensed software.

ErasePro ensures that deleted files are not
recoverable.

PowerPro cuts energy costs and reports suspicious
activity.

The following features distinguish all cynapspro
solutions:

Intuitive Management Console

The single user-friendly Management Console is
largely self-explanatory and only a minimum of train-
ing is required. The clear and concise structure allows
the compilation of complex setting with just a few
mouse clicks.

Real-Time Management

All changes to access permissions will be immediately
pushed out to the clients and stored in the cynapspro
database. Users don’t need to restart their machines

or even connect to the company network in order to

upgrade their usage rights.

Rights Management at Group Level, User Level or
Computer Level

Reduce your administrative effort. Manage individual
access rights directly with the respective users,
groups or computers.

Synchronization of User Directories

Existing users and user group definitions from Micro-
soft Active Directory or Novell eDirectory are
imported by the cynapspro server thus reducing the
workload for defining user groups for Access Client
Lists (ACLs) as well as the sources of error.

Full Audit Log
Password-protected, detailed access statistics with
filter and sort order functionality. In case of

Free Trial Version
On the sav25.com website, we offer a full trial version
of our software for download for 5-user license.

Endpoint Data Protection

suspected data abuse or loss, cynapspro knows which
files have been accessed, by whom and when.

Minimal System Requirements

Apart from a SQL database (the free MSDE or SQL

Server 2005 Express edition are fully sufficient), there

is no additional software required, such as the IIS

Server or .NET client. Consequently, no new
vulnerabilities are introduced by installing additional back
office software and memory and CPU utilization is
minimal.

Secure Kernel Driver Technology

The secure cynapspro® kernel driver technology is
loaded into the operating system during the boot
sequence and thus ensures that the service running
on the client is not visible to the end user. It can only
be stopped or uninstalled by an authorized
Administrator.

Integration with Third Party Applications

An XML interface allows the allocation of access per-
missions from an existing customer Helpdesk or Ser-
vice Desk implementation in a fully automated way,
leveraging existing processes, approval workflows,
notifications and management reports. There will be
no need for service desk workers to use an additional
console.

Distributed Environments
Several mutually replicating cynapspro servers provide
load balancing capabilities in enterprise environments.
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